eMOMED — MFA Setup and Troubleshooting Guide

This guide is for alleMOMED users and provides information for MFA setup and
troubleshooting during login.

What is Multi-Factor Authentication (MFA)?

MFA adds an extra layer of security during login by requiring a one-time password (OTP)
sent through email, SMS, or an Authenticator app.

Why does eMOMED use MFA?

To protect sensitive Medicaid information and meet state and federal security
requirements, eMOMED requires MFA for all users.

What MFA methods does eMOMED support?

eMOMED supports multiple MFA options:
- Email verification OTP
- SMS text message verification OTP
- Authenticator apps (Time-Based One-Time Passwords):
e IBM Verify app (Recommended)
e Optionally, can use Google Authenticator or Microsoft Authenticator apps

How do | set up Email or SMS MFA?

e Email and SMS MFA use the contact information already on file in your eMOMED
user profile.

e During login, select Email or SMS as your verification method.

e Aone-time password will be sent to your registered email address or mobile phone
number.

* Enterthe OTP on the login screen to complete authentication.

e |fyour email address or phone number is incorrect or outdated, update it before
proceeding or use the Reset Password link to reverify your information. This can be
updated using Maintain User Profile (Home / ePassport / Maintain User Profile)

page.



Can | use other authenticator apps instead of IBM Verify?

Yes. Google Authenticator or Microsoft Authenticator apps using Time-Based One-Time
Passwords (TOTP) work with eMOMED.

How do | use IBM Verify?

1. Install IBM Verify on a device.
Download and setup IBM Verify:

e Google Play Store: IBM Verify - Apps on Google Play
e Apple App Store: IBM Verify App - App Store

¢ |BM Verify Setup Guide: https://www.ibm.com/docs/en/security-
verify?topic=launchpad-managing-your-verify-authenticators

2. Loginto eMOMED and select 'Set up Authenticator App"
3. Scanthe QR code displayed on the screen.

4. Enter the 6-digit OTP generated by IBM Verify.

What if my IBM Verify app setup was not completed?

If the IBM Verify authenticator app setup/verification was not saved or completed for any
reason, you will need to restart the setup process.

This can happen for several reasons, for example:

e Your session timed out

e You closed the browser

¢ You opened a new browser or window

e You cancelled the enrollment process and attempted to complete it later
What to do:

1. Logbackinto eMOMED.

2. Select Authenticator App checkbox in popup window or under User Profile.

3. Click on the Generate QR button

4. Scanthe new QR code shown on the screen using the IBM Verify app.


https://play.google.com/store/apps/details?id=com.ibm.security.verifyapp
https://apps.apple.com/us/app/ibm-verify/id1162190392
https://www.ibm.com/docs/en/security-verify?topic=launchpad-managing-your-verify-authenticators
https://www.ibm.com/docs/en/security-verify?topic=launchpad-managing-your-verify-authenticators

5. Enter the new 6-digit OTP from the app to complete setup.

Note: Each QR code is one-time use only. If the setup is interrupted, the previous QR code
will no longer work and must be generated again.

How do | remove the existing IBM Verify account before rescanning the
QR code?

If you need to rescan a new QR code in the IBM Verify authenticator app, first remove the
existing account from the app. This eliminates errors and ensures that the new account
setup is completed correctly.

1. Openthe IBM Verify authenticator app on your device and select the existing
eMOMED account.

On the account screen, scroll down.

Select Remove account.

When the warning message appears, confirm that you want to remove the account.
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Return to eMOMED, restart the setup if needed, and scan the new QR code shown
on the screen.

IBM Verify app screenshots:
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Note: After removing the old account, scan the latest QR code displayed in eMOMED and
enter the new 6-digit OTP from IBM Verify to finish setup.

| did not receive my email/SMS OTP. What should | do?

e Check your email spam/junk folder.

¢ Ensure your mobile phone number is valid and able to receive SMS Text messages.

e Ifyou use awork phone, ensure SMS is not blocked by your employer.

e Ensure mobile network coverage.

¢ Verify that your contact information (email and mobile phone number) is up to date.

e User cannot reverify again using the resend button for three (3) minutes.

e |fthe user makes more than five (5) invalid OPT attempts in three (3) minutes, the
user will have to wait for three (3) minutes before attempting to verify again.

What is the new login flow after username and password?

After entering a valid username and password, eMOMED will direct the user to the MFA
selection page. The user must choose an available verification method, complete OTP
verification, and then continue to the eMOMED home page after successful validation.

Login steps:

1. Enter the eMOMED username and password on the login page.
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Select one available MFA method, such as Email, SMS, or Authenticator App.
4. Aone-time password will be sent or generated based on the selected MFA method.
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5. Enter the OTP on the OTP input page and submit it for validation.
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One-Time Password Login

Enter the one-time password (OTP) sent to s****n@momed.com

Login

One-Time Password:
538745

Click on the Regenerate button to get a new one-time password value delivered.

6. Ifthe OTPisvalid, eMOMED will complete authentication and display the home
page.

Note: If OTP validation fails, confirm that the latest OTP was entered correctly. If needed,
request a new OTP after the resend waiting period or select another available MFA method.

Troubleshooting MFA during login

If MFA verification cannot be completed during login, review the following guidance before
contacting the Help Desk:

e Use the latest OTP, as previously generated codes may no longer be valid.
e If an email or SMS code is not received, allow at least three minutes before
requesting another.



e When using SMS, ensure the mobile device can receive text messages and has
adequate network signal.

e When using email, review spam or junk folders and confirm the email address on
file is accurate.

e For IBM Verify authenticator apps, ensure the device date and time settings are
automatic, as incorrect settings may prevent successful validation.

e [fthe IBM Verify authenticator setup was not completed earlier, generate a new QR
code in eMOMED and complete the setup again.

e [f multiple verification methods are available, select an alternate method to
proceed.

e [fthe login session expires, restart the process by closing the window and signing in
again.

e Afterrepeated invalid OTP entries (more than five attempts within three minutes),
pause for three minutes before trying again.

Contact the Help Desk at (5673) 635-3559 if:

e Access toregistered MFA methods (email, phone, or authenticator app) is no longer
available

e The registered device has been replaced oris no longer accessible

e \Verification issues continue after completing the steps above

How do | set up or update my MFA?

To set up or update your MFA, use the To reset your password/MFA methods link on the
login page. You do not need to contact the Help Desk unless you are unable to complete
the process using the link.
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Troubleshooting
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